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The cloud environment requires smarter security protections

The transition to the cloud is creating more intuitive, connected, open and

collaborative ways of doing business. These changes are rippling across SaaS, laaS 80%

and web environments, uncovering new challenges and risks that legacy security

platforms simply can’t address. of enterprises will have adopted a strategy to
Enterprises need a cloud-based security posture that is smart enough to protect umfy We,b’ cloLe services, e Pl

data, applications and users no matter where they are located—without slowing appl!catlon access using a SASE/SSE

down the business. architecture by 2025.*

World class security and data protection with no performance tradeoffs

Wipro’s Managed Secure Access Service Edge, powered by Netskope, delivers security services to protect employees and
applications in the cloud as well as existing on-premises applications and infrastructure.

The solution leverages Wipro’s strategy-first design and implementation plus Netskope’s NewEdge Network, the world’s largest,
highest-performing security private cloud, offering customers unparalleled service coverage, performance and resilience.

Managed Secure Access Service Edge will:

« Eliminate blind spots across thousands of cloud services (SaaS and laaS) and millions of websites

» Secure managed cloud services like Microsoft 365, Google Workspace and AWS, as well as unmanaged cloud services,
without the need for blocking

» Guard sensitive data with award-winning DLP, including pre-defined profiles for compliance

« Stop elusive cloud threats with anti-malware, sandboxing, ML analysis, Cloud Threat Exchange for I0C sharing, plus behavior
analytics or targeted RBI
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*Source: Gartner Market Guide for Single-Vendor SASE, Neil MacDonald, John Watts



Wipro-Netskope collaborative process framework

Wipro’s strategy-first design, implementation and managed security services combined with Netskope’s industry-leading controls

architecture allows security to be deployed at the edge where and when it is needed.
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Wipro-Netskope managed services

Consulting Services | } e T SASE

Transformation Services | } « Cloud- based Zero Trust

network access solution

« Zero Trust internet access
with SSL inspection

« Secure direct access to
cloud and SaaS apps

Joint solutions

Design/Pilot/Migrate | } « Zero Trust connectivity

between any to any

— 11— — ) —

Managed Services | } + IDP based authentication

and access

« Secure access using CASB
and DLP

Connect with us to get started

To learn how your network can be more secure and cost-effective
without compromising on performance, please contact us at :
wipro.com/cybersecurity/#contact-us

Wipro: CyberSecurity by CyberSecurists

Secure Remote Access Unified Cloud Security

« SDP for cloud and data

+ CSPM, CIEM
center assets

» Workload segmentation
» Secure third-party g I

access « Secure connectivity for
hybrid environment
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Wipro is a leading global information technology, consulting and business process services company. CyberTransform, our
integrated suite of cybersecurity services and technology, offers strategy, implementation and managed services that empower
modern enterprises to navigate digital transformations, protect against future threats, and maintain compliance within a
constantly evolving regulatory environment. Our 9,000+ expert CyberSecurists solve security, risk, cloud, identity, and

compliance challenges on a global scale. To learn more, visit wipro.com/cybersecurity.
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